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Though network security has almost always been about encryption and decryption, the field of network security is 

moving towards securing the network environment rather than just stored or transferred data.

Privacy, Intrusion Detection and Response: Technologies for Protecting Networks explores the latest practices 

and research works in the area of privacy, intrusion detection, and response. Increased interest on intrusion detec-

tion together with prevention and response proves that protecting data either in the storage or during transfer is 

necessary, but not sufficient, for the security of a network. This book discusses the latest trends and developments 

in network security and privacy, and serves as a vital reference for researchers, academics, and practitioners work-

ing in the field of privacy, intrusion detection, and response.

Topics Covered:
•	Intrusion Detection

•	Anomaly Detection

•	Enterprise Networks Protection

•	Distributed Intrusion Detection

•	Data Collection Mechanisms for  

	 Intrusion Detection

•	Network Feature Selection for  

	 Intrusion Detection

•	Intrusion Prevention

•	Intrusion Response

•	Botnet Behavior Detection

•	DoS Attack Detection on SIP based Services

ISBN: 9781609608361; © 2012; 468 pp.
Print: US $195.00  |  Perpetual: US $295.00  |  Print + Perpetual: US $390.00

Privacy, Intrusion Detection and Response:  
Technologies for Protecting Networks



Name: _________________________________________________

Organization: ___________________________________________

Address: _______________________________________________

City, State, Zip: _________________________________________

Country: _______________________________________________

Tel: __________________________________________________

Fax: __________________________________________________

E-mail: ________________________________________________

c Enclosed is check payable to IGI Global in 
     US Dollars, drawn on a US-based bank

c Credit Card  c Mastercard  c Visa  c Am. Express

3 or 4 Digit Security Code: __________________________________________

Name on Card: ____________________________________________________

Account #: ______________________________________________________

Expiration Date: ______________________________________________ _____

Order Your Copy Today!

Section 1: 

Chapter 1
A Structured Approach to Selecting Data Collection Mechanisms for Intrusion Detection
Larson Ulf  E. (Chalmers University of  Technology, Sweden & Omegapoint, Sweden)
Jonsson Erland (Chalmers University of  Technology, Sweden)
Lindskog Stefan (Norwegian University of  Science and Technology, Sweden & Norway and  
Karlstad University, Sweden)

Chapter 2
Protecting Enterprise Networks:
Ampah Nana K. (Jacobs Engineering Group, USA)
Akujuobi Cajetan M. (Alabama State University, USA)

Chapter 3
Usage of  Broadcast Messaging in a Distributed Hash Table for Intrusion Detection
Czirkos Zoltán (Budapest University of  Technology and Economics, Hungary)
Hosszú Gábor (Budapest University of  Technology and Economics, Hungary)

Chapter 4
An Entropy-Based Architecture for Intrusion Detection in LAN Traffic
Velarde-Alvarado P. (Autonomous University of  Nayarit, Mexico)
Martinez-Herrera A. (ITESM-Campus Monterrey, Mexico)
Vargas-Rosales C. (ITESM-Campus Monterrey, Mexico)
Torres-Roman D. (Center for Investigation and Advanced Studies, Mexico)

Chapter 5
Botnet Behavior Detection using Network Synchronism
García Sebastián (Universidad Nacional del Centro University, Argentina)
Zunino Alejandro (Universidad Nacional del Centro University, Argentina)
Campo Marcelo (Universidad Nacional del Centro University, Argentina)

Chapter 6
Detecting Denial of  Service Attacks on SIP Based Services and Proposing Solutions
Asgharian Zoha (Iran University of  Science and Technology, Iran)
Asgharian Hassan (Iran University of  Science and Technology, Iran)
Akbari Ahmad (Iran University of  Science and Technology, Iran)
Raahemi Bijan (University of  Ottawa, Canada)

Section 2: 

Chapter 7
Dimension Reduction and its Effects on Clustering for Intrusion Detection
Kabiri Peyman (Iran University of  Science and Technology, Iran)
Ghorbani Ali A. (University of  New Brunswick, Canada)

Chapter 8
A Subspace-Based Analysis Method for Anomaly Detection in Large and High-Dimensional Network Connection 
Data Streams
Zhang Ji (University of  Southern Queensland, Australia) 
 

Chapter 9
Applying Weighted PCA on Multiclass Classification for Intrusion Detection
Moshki Mohsen (Iran University of  Science and Technology, Iran)
Garmehi Mehran (Iran University of  Science and Technology, Iran)
Kabiri Peyman (Iran University of  Science and Technology, Iran)


