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Globalization, along with its digital and information communication technology counterparts, including the Internet 

and cyberspace, may signify a whole new era for human rights, characterized by new tensions, challenges, and 

risks for human rights, as well as new opportunities.

Human Rights and Risks in the Digital Era: Globalization and the Effects of Information Technologies 

explores the emergence and evolution of ‘digital’ rights that challenge and transform more traditional legal, politi-

cal, and historical understandings of human rights. Academic and legal scholars will explore individual, national, 

and international democratic dilemmas--sparked by economic and environmental crises, media culture, data col-

lection, privatization, surveillance, and security--that alter the way individuals and societies think about, regulate, 

and protect rights when faced with new challenges and threats. The book not only uncovers emerging changes in 

discussions of human rights, it proposes legal remedies and public policies to mitigate the challenges posed by 

new technologies and globalization.
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Section 1: Balancing and Constructing the New Rights and Freedoms 
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Chapter 1
Balancing Digital Freedoms and Digital Liberties
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Section 2: Personal Data, Digital Privacy, and Security in the Age of  
Information

Chapter 4
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