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Mobile Cloud Computing (MCC) has experienced explosive growth and is expected to
continue to rise in popularity as new services and applications become available. As
with any new technology, security issues continue to be a concern and developing
effective methods to protect sensitive information and data on the cloud is imperative.

Security Management in Mobile Cloud Computing explores the difficulties and
challenges of securing user data and information on mobile cloud platforms.
Investigates a variety of protocols and architectures that can be used to design,
create, and develop security mechanisms.

Readers:

This publication is an essential resource for IT specialists, researchers, and graduate-
level students interested in mobile cloud computing concepts and security.

ISBN: 9781522506027 Release Date: August, 2016 Copyright: 2017

Topics Covered:

e  Cloud Intrusion Detection e  Information Privacy

e  Cloud Services e  Mobile Cloud Databases
. Data Integrity . Risk Management

e  Game Theory

Hardcover + E-Access +

Free E-Access: Free Hardcover:

$150.00 $150.00

Order Information

Phone: 717-533-8845 x100

Toll Free: 1-866-342-6657

Fax: 717-533-8661 or 717-533-7115
Online Bookstore: www.igi-global.com

Premier Reference Source

Security Management in
Mobile Cloud Computing

Kashif Munir

Pages: 180

1GlL—

DISSEMINATOR oF KNOWLEDGE




Table of Contents
Foreword

Preface
Acknowledgment

Chapter 1

(SET) Smart Energy Management and Throughput Maximization
based a new routing protocol for WSNs

Mr. Hassan EL ALAMI, National Institute of Posts and
Telecommunications (INPT) in Rabat Morocco

Prof. Abdellah NAJID, National Institute of Posts and
Telecommunications (INPT) in Rabat Morocco

Chapter 2

A Cloud Intrusion Detection based on classification of activities and
mobile agent

Miss Nadya EL MOUSSAID, ENSA, Ibn Zoher University, Morocco
Ahmed Toumanari, ENSA, Ibn Zoher University , Morocco

Chapter 3
Considering Middle Circles in Mobile Cloud
Mr. Mohammad Ali SHALAN, University of Jordan, Jordan

Chapter 4
Managing Risk in Cloud Computing
Lawan Ahmed Mohammed, University of Hafr Albatin, KSA

Chapter 5

On the Role of Game Theory in Modelling Incentives and Interactions
in Mobile Distributed Systems

Mohammed Onimisi Yahaya, University of Hafr Albatin, KSA

Chapter 6

Security and privacy issues, solutions, and tools for MCC
Darshan M Tank, Gujarat Technological University, Ahmedabad,
Gujarat, India

Chapter 7

Security and privacy issues in Mobile Cloud Computing And Solution
Basudeo Singh, R.V. College of Engineering, Bangalore, India
Jasmine K.S, R. V. College of Engineering, Bangalore, India
Chapter 8

Security Model for Mobile Cloud Database as a Service (DBaaS)
Kashif Munir, University of Hafr Albatin, KSA

Compilation of References

About the Contributors

Index

Kashif Munir received his BSc degree in Mathematics and Physics from Islamia University Bahawalpur, Pakistan in 1999. He
received his MSc degree in Information Technology from University Sains Malaysia in 2001. He also obtained another MS degree in
Software Engineering from University of Malaya, Malaysia in 2005. He completed his PhD in Informatics from Malaysia University of
Science and Technology, Malaysia. His research interests are in the areas of Cloud Computing Security, Software Engineering, and
Project Management. He has published journal, conference papers and book chapters. Kashif Munir has been in the field of higher
education since 2002. After an initial teaching experience with courses in Stamford College, Malaysia for around four years, he later
relocated to Saudi Arabia. He worked with King Fahd University of Petroleum and Minerals, KSA from September 2006 till
December 2014. He moved into University of Hafr Al-Batin, KSA in January 2015.




